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1
Decision/action requested

It is requested to approve this contribution to update Solution #5 in TR 33.864.
2
Rationale

This contribution proposes to update Solution #5 about AMF re-allocation by re-directing UE to new AMF. Following Editor Notes are resolved:
· An update of the figure is needed to match the description.

· Added new call-flow reflecting new RRC Connection
· How can UE process unprotected message from target AMF is FFS.

· Added clarification that UE uses new RRC connection in following Registration Request.

· Since UE connects to target AMF via new RRC Connection, the new NAS signalling connection is not yet protected, and hence UE expects AMF to initiate relevant procedures. This is like any other scenario where UEs registration request with 5G-GUTI lands on a new AMF when old AMF is not reachable. This is reflected in CT1 response in LS S3-202829 too:

“The messages listed in bullets a) to g) in 4.4.4.2 of 3GPP TS 24.501 are only accepted without successful integrity check by the UE before “secure exchange of 5GS NAS messages” has been established for the NAS signalling connection.”

That the new NAS signaling connection (to Target-AMF) is not protected is also clear from following text in 3GPP TS 24.501 Clause 4.4.2.5:

When a UE in 5GMM-IDLE mode establishes a new NAS signalling connection and has a valid current 5G NAS security context, the UE shall transmit the initial NAS message integrity protected with the current 5G NAS security context and further protect this message as specified in sub clause 4.4.6. The UE shall include the ngKSI indicating the current 5G NAS security context value in the initial NAS message. The AMF shall check whether the ngKSI included in the initial NAS message belongs to a 5G NAS security context available in the AMF, and shall verify the MAC of the NAS message. If the verification is successful, the AMF may re-establish the secure exchange of NAS messages:

a)
by replying with a NAS message that is integrity protected and ciphered using the current 5G NAS security context. From this time onward, all NAS messages exchanged between the UE and the AMF are sent integrity protected and except for the messages specified in subclause 4.4.5, all NAS messages exchanged between the UE and the AMF are sent ciphered; or

b)
by initiating a security mode control procedure. This can be used by the AMF to take a non-current 5G NAS security context into use or to modify the current 5G NAS security context by selecting new NAS security algorithms.
In the solution proposed, Target-AMF neither has NAS security context available, nor does it reply with an integrity protected NAS message. Hence, UE has not yet established secure exchange of NAS messages with Target-AMF. Therefore, AMF needs to initiate identity procedure to continue with registration procedure.
3
Detailed proposal

It is proposed to add following changes to Solution #5:
6.5
Solution #5: AMF re-allocation by re-directing UE to new AMF

6.5.1
Solution Overview

The solution proposes that the Initial-AMF, upon determining that AMF re-allocation is needed and it cannot communicate with the new Target-AMF directly, sends Registration Accept message to the UE, containing a re-route assistance information. The re-route assistance information includes following information: 
-
A 5G-GUTI that is encoded for Target-AMF (set). It comprises of:

-
AMF-Set ID in GUAMI set to that of Target-AMF, as returned from NSSF/NRF

-
AMF Pointer set to 0xFFFFFF, or a reserved value

-
5G-TMSI set to random number

-
An indication that UE needs to re-register to the network using 5G-GUTI provided in re-route assistance information.

A UE, receiving this information in Registration Accept Message re-initiates registration procedure by sending Registration Request with 5G-GUTI.

RAN, upon receiving the new routing information (derived from 5G-GUTI) along with new Registration Request, directly forwards the request to an AMF in target AMF set.

The new (target) AMF, upon receiving registration request containing a 5G-GUTI whose AMF Pointer is set to a reserved value (or 0xFFFFFF), understands that this is a re-routed registration request and proceeds with Primary Authentication procedure. Thus, it can now proceed with setting up fresh security context and registration procedure can succeed.

 ****First Change***
6.5.2
Solution Details

Figure  6.5.2-1 shows the detailed procedure. 
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Figure 6.5.2-1: Redirecting UE to Target-AMF


Step #1:
UE initiates Registration procedure to connect to the network by sending registration request. RAN forwards the request to Initial-AMF. Initial-AMF may perform Primary authentication procedure.

Step #2:
Initial-AMF may perofrm NAS SMC procedure with the UE. From this point onwards, UE only accepts ciphered/protected messages from the network. As part of “Security Mode Complete” message, UE also sends complete Registration Request to the UE, which includes Requested S-NSSAIs. 

Step #3:
Initial-AMF then initiates Nudm_SDM_Get procedure with UDM to download UE’s subscription data. The subscription data includes information about UE’s Subscribed S-NSSAIs.

Step #4:
Based on UE’s Requested S-NSSAIs, Subscribed S-NSSAIs and other (e.g. locally configured) information, Initial-AMF determines if it cannot serve all the S-NSSAI(s) from the Requested NSSAI permitted by the subscription information. Following sequence of events follows:

-
Initial-AMF invokes the Nnssf_NSSelection_Get service operation towards NSSF to retrieve Allowed NSSAI. The request to NSSF includes UE’s Requested S-NSSAIs, Subscribed S-NSSAIs, current tracking area (TAI) etc.
-
NSSF responds to Initial-AMF with an AMF-Set-ID, or a list of AMF nf-Instance-IDs (e.g. of Target-AMF) which are better suited to serve the UE, along with allowed NSSAI.

Editor’s Note:
How the solution works when NRF/NSSF returns a subset of AMFs is FFS.

Step #5:
If Initial-AMF, based on local configuration, determines that it cannot forward the Registration Request to Target-AMF directly and/or may need to go via RAN, it sends a Registration Accept message to the UE. The message includes re-route assistance information containing:

-
A 5G-GUTI that is encoded for Target-AMF (set). It comprises of:

-
AMF-Set ID in GUAMI set to that of Target-AMF, as returned from NSSF/NRF

-
AMF Pointer set to 0xFFFFFF, or a reserved value

-
5G-TMSI set to random number

-
An indication that UE needs to re-register to the network using 5G-GUTI provided in re-route assistance information.
Following this, UE sends Registration Complete, and network releases ngAP/RRC connection.
Editor’s Note:
How the initial AMF learns about the new UE capability (to receive re-route assistance information) is FFS.
Step #6:
UE re-initiates Registration procedure by sending Registration Request with 5G-GUTI as received above via a new RRC Connection towards RAN. RAN forwards the request to Target-AMF.
Step #7:
Target-AMF, based on the presence of reserved value of AMF-Pointer in 5G-GUTI, determines that this is a re-routed Registration requests, and proceeds with identity request/response followed by Primary authentication procedure. Since no Inter-AMF routing via RAN is involved now, the registration procedure is able to proceed.

Editor’s Note:
The solution behavior for various cases mentioned in clause 4.3 “Architecture and security assumptions” is FFS.


6.5.3
 Evaluation

Since the solution does not involve routing security context via RAN, or introducing a new NF connecting isolated slices, there is no compromise with security.
NOTE:
This solution has impacts to SA2 procedures (e.g. as defined in 3GPP TS 23.502, Clause 4.2.2.2.3), and SA2 may need to be requested to review and update their specifications.

****End of Changes ***
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